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CA VM:Secure for z/VM (CA VM:Secure)
Distributed Server Environment



Terminology:

= Single System Image (SSI)—Is IBM®’s multiple system environment that allows
central management and configuration of the systems in the cluster, as well as the
ability for some running virtual servers, to be moved from one system to another
(Live Guest Relocation/LGR).

= CA VM:Secure— VM:Director can be used in place of VM:Secure in this
presentation when referring to directory and DASD management.

= USER—Is a directory entry that defines a virtual machine that can be logged on to
only one member of an single system image (SSI) cluster at any given time.

IDENTITY—Is a directory entry that allows definition of a virtual machine so that it
can log on to one or all of the members of an SSI cluster simultaneously.

SUBCONFIG—Is a directory entry that tailors an IDENTITY entry for the SSI
member it is logged on to.
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SSI—Single System Image

: WHY DO YOU WANT SSI?
SSI enables multiple

z/VVM® systems to share = SS| allows Live Guest

and coordinate Relocation (LGR).
resources. SSI provides
an environment where a = LGR =24x7x365 availability.

consistent view of
directory and permission
elements across up to
four systems can be
achieved.




How does VM:Secure help manage SSI?

VM:Secure maintains a consistent view of definitions

across all members of a complex.

The consistent view includes:
= The same CP directory virtual machine definitions

= Security manager rules definitions: same authorizations and
access to resources; invalid password journaling across
members

= Directory management and external security manager (ESM)
administrator interfaces: enter VMSECURE commands the
same way

G
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How does VM:Secure help manage SSI?

VM:Secure maintains a consistent view of definitions across

across all members of a complex.

CA VM:Secure operates as a set of servers distributed across the
members of the SSI cluster allowing real time synchronization of:

= Directory

= Configuration

= Rules

= |nvalid password journaling

* Formatting / copying for shared DASD

* Formatting / copying for unshared DASD
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VMSECURE Server for Every SSI Member

VMSECURE server ID is defined as an

IDENTITY directory entry.

The IDENTITY directory entry allows:

= The user ID (VMSECURE) to run simultaneously on all
members of the SSI cluster

= SUBCONFIG entries to tailor the IDENTITY virtual machine
definition for execution on a specific member



What is an IDENTITY?

, : WHAT IS A USER?
An IDENTITY is a directory

entry that allows definition A USER is a directory entry that
of a virtual machine so that defines a virtual machine that
it can logon to one or all of can be logged on to only one
the members of an SSI member of an SSI cluster at
cluster simultaneously. any given time.
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IDENTITY vs. USER—Similarities

11

Each defines a
virtual
machine.

Every directory
statementin a
USER entry is

available in an

IDENTITY entry.

Every CP

permission class

or Security
Manager rule

applies to either
type in the same
way.
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IDENTITY vs. USER—Differences

LOGON

A USER can only LOGON to one member of the SSI complex at a time.

—

An IDENTITY may LOGON to more than one member simultaneously.

SPOOL

A USER can access spool files created on all members.

Each IDENTITY logon instance sees only spool files created on their specific member.

G
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What are SUBCONFIG Entries?

13

entries tailor the
virtual

machine definition

for execution on a

specific member
node.

SUBCONFIG entries are restricted to a subset of directory
statement types.

OPTION directory statement settings are restricted
to a few values.

A SUBCONFIG entry is processed by a limited number
of VM:Secure commands.

A SUBCONFIG entry is connected to one IDENTITY
by a BUILD statement.

®
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VM:Secure Distributed Server Minidisks

= Directory source
holds main

directory definition and
shared minidisks for all
VMSECURE servers.

=  Rules

= Configuration data

= VMSECURE 1DO (AUDIT)

holds
local minidisks.

= Local 1A0 for object (compiled) directory

= QOther local system minidisks (Example: CMS IPL minidisk)
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Special directory entry records for SSI include:

= |DENTITY VMSECURE password 64M 256M BEG
= BUILD ON memberl USING SUBCONFIG VMSEC-1
= BUILD ON member2 USING SUBCONFIG VMSEC-2
= JUCV *IDENT resource GLOBAL

= MDISK 1B6 (LOG)
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Directory entry minidisks for SSI include:

192, 176 (Primary) 191, 194, 1BO, 1B1, 1B2, 1D0 AUDIT minidisk
292, 276, 293 (Previous) 1B3, 1B4, 1B6
492, 476, 493 (Alternate)

Ca
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VMSECURE Directory Definition—Local Definitions:

VMSEC-n SUBCONFIG Entries
SUBCONFIG VMSEC-n

% Audit Minidisk

MDISK 1D0 3390 28 2 SPACE6 MR

*** Link or Minidisk for Object Directory
LINK MAINT 123 1A0 MW
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VMSECURE Directory Definition Records for SSI

IDENTITY entry SUBCONFIG entries
IDENTITY VMSECURE VMSECURE 64M 256M BEG SUBCONFIG VMSEC-1
BUILD ON TESTCP8A USING SUBCONFIG VMSEC-1 MDISK 1DO 3390 3336 2 MO1W01l MR
BUILD ON TESTCP8B USING SUBCONFIG VMSEC-2 LINK MAINT 123 1A0 MW
BUILD ON TESTCP8C USING SUBCONFIG VMSEC-3
BUILD ON TESTCP8D USING SUBCONFIG VMSEC-4
IUCV *IDENT VMSECURE GLOBAL SUBCONFIG VMSEC-2
o MDISK 1DO 3390 3336 2 MO2W01l MR
MDISK 191 3390 211 5 SPACE1l MR LINK MAINT 123 1A0 MW
MDISK 192 3390 216 20 SPACEl RR
MDISK 194 3390 256 3 SPACEl MR
MDISK 1BO 3390 316 5 SPACE1l MR
MDISK 1Bl 3390 259 3 SPACEl MR SUECONFIG VMSEC-3
MDISK 1B2 3390 68 5 SPACE2 MR MDISK 1D0 3390 3336 2 MO3W0l MR
MDISK 1B4 3390 73 7 SPACE2 MR LINK MAINT 123 1AO MW
MDISK 1B3 3390 273 5 SPACEl MR
MDISK 1B6 3390 278 3 SPACEl MR
MDISK 176 3390 281 17 SPACE1l RR SUBCONF1G VMSEC-4
MDISK 1DO 3390 3336 2 M04W01l MR

LINK MAINT 123 1A0 MW
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VMSECURE MDISKs in a Distributed Environment

MEMBER 1

non-shared

MAINT-1 VMSEC-1

MR

MEMBER 3

non-shared

MAINT-3 VMSEC-3
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MEMBER 2

non-shared

VMSEC-2 MAINT-2

MEMBER 4

non-shared

VMSEC-4 MAINT-4

ca

technologies



How does the CA VM:Secure distributed

server environment work?

One VMSECURE
server acts as

the master while
the other one to

three servers act
as agents.

20

The master

server processes
all product
commands.

The agents
synchronize their
information
based on

communication
from the master.
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Any server can
become the
master at any
time.
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The Master

Performs all the same functions as a hon-SSI server:

" processes commands

= updates configuration, source directory entries, and rule files
= compiles the object directory and rules tables

= manages the servant virtual machines on all members

= responds to ESM requests from CP on that member

Creates synchronization requests for the agents to
ADDITIONAL keep the consistent view of directory, rules, and

FUNCTION | configuration elements.
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Defining which VMSECURE is the Master

Any VMSECURE server can be the Master:

DURING INITIALIZATION AFTER INITIALIZATION

=  First with R/W access to 1B0
directory minidisk becomes master.

= Others with R/O access to 1B0

become agents and initialize SOURCE.

Initiates synchronization requests for
directory, configuration and rules to
the agents.

Agent can be converted to the master
using the TAKEOVER command.

G
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The Agents

Perform a subset of the Master functions:

= Compile the object directory and rules tables.
= Respond to ESM requests from CP.

= Respond to synchronization requests

ADDITIONAL from the master.

FUNCTIONS
= Convert to become a master.
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VMSECURE Communication in a
Distributed Server Environment

MEMBER 1 MEMBER 2
VMSECURE VMX$0001 VMX$0002 VMSECURE VMX$1001 VMX$1002
Master Agent
>
>
>
>
>
MASTER
SERVANTS RUNNING ON SERVANTS
MEMBER 1
VMSECURE VMX$2001 VMX$2002 VMSECURE VMX$3001 VMX$3002
) . . ) . .
SERVANTS SERVANTS
MEMBER 3 MEMBER 4
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VMSECURE Communication in a
Distributed Server Environment

MEMBER 1 MEMBER 2
VMSECURE VMX$0001 VMX$0002 VMSECURE VMX$1001 VMX$1002
Agent Master
<€ >
<€ >
<€
MASTER
SERVANTS RUNNING ON SERVANTS
MEMBER 2
VMSECURE VMX$2001 VMX$2002 VMSECURE VMX$3001 VMX$3002
) . . ) . .
SERVANTS SERVANTS
MEMBER 3 MEMBER 4
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Query SSI examples
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VM:Secure Directory Processing



Directory Processing

Able to reach DASD
on all members of
the system even
when the DASD is not
common to all

Support for new Differences in how
directory types data is merged from
IDENTITY and directory source into
SUBCONFIG object
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How does VM:Secure process
IDENTITY and SUBCONFIG entries?

Commands operate on an IDENTITY just as if it were a USER

= A skeleton file may contain = A USER may change into an
an IDENTITY statement. IDENTITY (or vice versa)
using the CHGENTRY
command:

— CHGENTRY name [USER |
IDENTITY]
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VM:Secure Command Processing



IDENTITY — SUBCONFIG Relationship Enforced

A statement A must
must name a have a
which statement naming it.

exists.
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SUBCONFIG

Deletion of a
causes
the deletion of a

Creation of a
causes
the creation of a

statement in
the appropriate

statement in
a specified

Ca
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SUBCONFIG Creation

ADDENTRY name-2 (IN identity ON membername)

= [N and ON options create SUBCONFIG entries and BUILD
statements in the named IDENTITY.

= ADDENTRY requires either a SKELETON file or a file containing
the desired SUBCONFIG entry statements.

= For SSI Ready, membername must be “*’.

= For SSI Enabled, membername must be defined on an
SSINODE record in the PRODUCT CONFIG file.

33 . . L
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SUBCONFIG Deletion

DELENTRY name-n

= The named entry is deleted and the BUILD statement
referencing it is removed from the owning IDENTITY.

34 © 2016 CA . ALL RIGHTS RESERVED.



SUBCONFIG Minidisk Management

= Standard minidisk commands and screens manipulate
SUBCONFIG entries.

= To format non-shared minidisks from a remote member: Use
the Servant Facility or issue the VMSECURE command from a
member that can reach the minidisk

= Avoid confusion by not having the same virtual address in an
IDENTITY and its SUBCONFIG
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SUBCONFIG Minidisk Management—Keep it Simple

= USER and IDENTITY = All SUBCONFIG minidisks on
minidisks on shared non-shared volumes
volumes
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SSI Directory Entry Examples

SSI Ready

IDENTITY TEST1 SECRET

BUILD ON * USING SUBCONFIG TSTI1-1

OPTION LNKNOPAS

CONSOLE 009 3215

IPL CMS

MDISK 192 3390 4 1 SYSWRK MR ALL

SUBCONFIG TST1-1

MDISK 191 3390 5 1 SYSRS1 MR ALL

37

SSI Enabled

IDENTITY TEST1 SECRET

BUILD ON SYS1 USING SUBCONFIG TST1-1

BUILD ON SYS2 USING SUBCONFIG TST1-2

CONSOLE 009 3215

IPL CMS

MDISK 192 3390 4 1 SYSWRK MR ALL

SUBCONFIG TST1-1

MDISK 191 3390 5 1 SYSRS1 MR ALL

SUBCONFIG TST1-2

MDISK 191 3390 5 1 SYSRS2 MR ALL

© 2016 CA. ALL RIGHTS RESERVED.
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Object Directory Formats—SSI Ready and SSI Enabled

VM:Secure compiles the Object Directory in one of two formats
THE OBJECT FORMAT MERGING

=  Controlled by the presence of = SS| Ready format merges
SSINODE statements in the PRODUCT IDENTITY/SUBCONFIG information at
CONFIG file. compile time (source to object).
=  Controls when SUBCONFIG and = SS| Enabled format merges
IDENTITY entries are merged. IDENTITY/SUBCONFIG information
when the IDENTITY user logs on to an
SSI member.

G
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Using VM:Secure for Conversion to SSI

, SSIENAB utility provided
Procedures for converting

VM:Secure from non-SSI to Retrieves the SSI member

SSI Enabled is documented name from the running system
in the CA VM:Secure and and converts all BUILD

VM:Director Administrators statements on the source
Guide. directory minidisk from the

form “BUILD ON *” to the form
“BUILD ON membername” to
convert the source to SSI
Enabled format.
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Questions?
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